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OperaxiDnal TscimDlDgy D iyisi on 

DIGITAL E VIDENCE TECTE 


FORENSIC A UDIO, VIDEO AND IMA GE ANAL YSIS UNIT 


IMAGE ANALYSIS 

FACIAL & CLOTHING COMPARISIONS 
HEIGHT DETERMINATION 
IMAGE AUTHENTICTY 
IMAGE ENHACEMENT 


VIDEO 

VIDEO ENHANCEMENT 
AUTHENTICITY 
VIDEO RESTORATION 
AUDIO ENHANCEMENT ON VIDEO 
SPECIAL EFFECTS 



AUDIO 

AUDIO ENHANCEMENT 
SIGNAL ANALYSIS 
AUTHENTICITY 
VOICE COMPARISON 
MISCELLANEOUS REPAIRS 







[’Armed Robbery 
I Finaneial Fraud 
I Publie Corruption 

■ Health Care Fraud 

■ Money Laundering 




E_XaXMIMED 


Film 

(HCbi Photographs 
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■ Video tapes 

■ Digital Images 

■ Digital videos 
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Detection of Image Manipulation Artifacts / 
Image Authentication 

Photogrammetric Examinations 

Information Extraction (Enhancements) 
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j FBI Laboratory ha 
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■ Daubert & Kumho Tire Standards 



- Accepted field, peer-reviewed, known error 
rate, testable. 

- Facial ID Statistics? 
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- Same as fingerprint testimony! 

- Error rates calculated for practitioners, not 
technique. 


■ Forensic science needs more data. 
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[denxiiiDatioTi? 





















PerEional IdsntiTicaxiDn xiiTonah 


Piioxograpliic Ariaiysi: 
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-I Posidys TrlendnciadQTi of Inrlh/irlriaP 
dspsnds; up0x1 prsEjeiios and yiaiblliiy of 
Ixidiyxdiial xdexxtifyinH oharaoio-risdoo 



bar p£i'tiorxi3 


OMS , 


- Freckle Patterns 



- Scars 


Tattoos 

Knuckle Crease Patterns 






- Dimensional analysis 

- Measurements primary, points seeondary 


■ Photographic Video Superimposition 

- “Real-time” combination of other two 

- Inherently dimensional, but not “measured 






PhDIOgrapliic C qt npEiris om: 
Principle of IndP/idiializEixioii 


J The indi yidii£illz£ition of an item of s yidenoo 
ia ssiablislisd by linding agrssmsni of 
oorrsaponding indTyidLi£il oh£ir£io1:onaiio3 of 



me possibility (or probability) of their 
having occurred by mere coincidence, and 
establishing that there are no inexplicable 
differences. (Adaptedfrom Tuthill, 1994) 
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- General shape and eharacteristics of the 
hairline, facial hair, eyebrows, glasses... 
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■ Moles, freckles, ear paffems, birthmarks, 
chipped teeth, tattoos ... 


■ Irregularities of hairline, eyebrows, facial 
hair... 






-I Comparable ylevys of Qiissiloned anc 
rri owri mdiyidiialD is oriioisil 



» Distance/Perspective 

- Lighting/shadows 

- Image resolution (feature visibility) 


■ SAME AS FACIAL RECOGNITION 












J TrcLncient rifitLire of iiLLnicixi laos caii affect 
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- Transience of blemishes (acne, freckles, moles...) 

■ Intentional alteration: 

- Make-up 

- Surgery 













- Size of characteristic 

- Shape of characteristic 

- Contrast of characteristic and background 

» Dark marks on light skin vs dark marks on 
dark skin 
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Questioned 


Known 
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Gsxieral Proaeciiire (1/2) 


J R^^yievy c liestlDTif^rl & Imovyii irnas^So 


r.' 


J ananre qiiamy a oeai ayaiiao-e 



.aslc lor xiiors if iiee 


rierl 


J MaRiiIIIH yie y/a as-SGisd for beat 1:1 





- Nostrils’ visibility (tilt of face) 

- Eyes’ & Ears’ visibility (rotation of head) 

- If similar in Q & K, then 

Attempt image rotation and resizing for overlay 














J £jeiec;i sirm.ar pomis 


for rotaiion of IrnaHO 



- Relative spacing and size of features 

- Class and Individual Identifying characteristics 

- One-page checklist utilized. 







J High Quality IriiageB (Q & IQ 
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Potential to photograph subject repeatedly 
- Multiple photos, multiple angles 






-I Recent Cace in VyacMnnton, D.C. 
j Q iieB doned Pass pert Photo 


-Ji 





Differences, however, in skin coloration, 
hair style and other characteristics led to 
defense position “Not the same person” 













jTri 0 v'/ii In dr y 1 d 11 Ell 
fiHi.rris 14]) irom KID iTIrn neyariyeE 










































-Multi-generational copies 
-Digital image compression 
-Improperly photographed originals 
-All of the above 
-Intentional alterations of images 
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■ Differences in imaging system (cameras and 
recording devices). 


- Resolution affects ability to identify landmarks 

- Imperfect optics and other system calibrations... 









» 640 X 480 is NOT GOOD ENOUGH FOR ID ! 


» JPEG damages images 


ANSI/NIST STANDARD WILL IMPROVE 
QUALITY AND HELP DATA SHARING 










“n 



“FORENSIC QUALITY” 
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Can nevy ACfSI/NBT' Standard 
Addressee oiir Recrnirerrierit? 

Adult Males in U.S. 

(j- O A ^ 99th percentile height & width 


Tdssoiation 
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= u.i mm 

(Requires 
~ 1700x2515 
pixels on face) 


6.7” (170.18 mm) 
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Proposed Leyel 50/51 P.ec|Ldrerrient£ 


-I Od r rrrn resolnxioxi on faos roqLilrss £ippro;dniats 
1700 ;i 2515 pnisk 011 faoe. 

- 3300 ;i 4400 pixek vylll xiieet for head 22 shQLilder 
1 3200 pixels will .meet for liead only plioto (5 
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- Full Frontal (1) 

- Full Profiles (2) 

- 3/4 Profiles (2) 











J riiA ijcope 01 onoox oi oornprosoion remams xo do 
deterxiiixiod, Thsrexbrs, for xull frontal IxnEigoo, 



looo-oaa ooxnproooioxi is rsqiiosxoa xor novy. 
(f artlisi rsaScircli rsTnaiiis to f s dons) 



■ Ears MUST be visible in all photos (if possible). 

- Ear provides strong potential for individualization and is 
prominent visible feature in questioned images. 







J Acc LilEjiiioTi of all ImaHos at le vel 50 sliO Lild mset or 



I or a 




■ Note that the 5-photo requirement would also allow 
for 3-D facial models to be constructed with better 
quality than with fewer images. 













Other rneaxiE] of Personal Ideritlileadon 
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- Freckle Patterns 


- Scars 


Tattoos 

Knuckle Crease Patterns 
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-I Soms irnagss do xioi dopiot qiiosiloned 
ixidiyidiiar''s faos biit do dspiot xlisir haxxd 


J CaO'S sixaxxiplpii hays xxxsiadod: 
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- Kidnapping 

- Murder 


■ Possible to positively identify suspects if other 
identifying characteristics are present 
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Cropped ysiEiion of Lsit fJand of Siiopoot 
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